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1. Bulletin Topics

Lucent announces the rel ease of patches for Vitalsuite 8.0, 8 1 and 8.2
products including Vital Net, Vital Hel p/Vital Analysis, and Vital Event if
separately licensed, or installed together as Vital Suite.

Lucent recommends that you install the patch listed in section 4

i medi ately on systens running Vital Suite releases 8.0, 8.1 or 8.2.

2. Wo is affected

Vul nerabl e: Lucent Vital Suite, Vital Net, Vital Event, or
Vital Hel p/ Vital Anal ysis rel eases 8.0, 8.1 or 8.2.

3. Understanding the Vulnerability
A vul nerability has been discovered in Vital Suite that may all ow
unaut hori zed users to bypass authentication

Cooki e- based authentication is a feature that was introduced into
Vital Net 8.0. However, the inplenentation of the cookie-based

aut henti cati on nmechani sm all ows an unaut hori zed user who guesses a
correct usernane to receive a valid cookie for that user. This w |l
all ow the unaut hori zed user to authenticate to the server w thout need
of a password, using a URL such as the follow ng.

http://<serverip>/cgi-bin/V sSetCookie.exe?vsuser=<account-name>

This allows the unauthorized user to gain access to the Vital Suite
server, with privileges assigned to the user account that has been
guessed.

This issue was reported by Security Focus who published an advisory:
http://ww. securityfocus. com cgi-bin/vul ns-
item pl ?section=expl oi t & d=3784

A Def enseOne Conmand Center Advisory is also available (for its
subscri bers) at:

htt ps://ww. def enseone- commandcent er. coni vul ns/ 5/ 3784

A second vulnerability was reported. If a user logs into the Vital Suite
server and his account nanme is the sane as his password, no subsequent
entry of the password is required to access the server.

4. Avail abl e Patches

A patch is available which will prevent the use of such a URL to
attenpt access to a Vital Suite server. It will also ensure that both



account nane and password have been correctly entered prior to allow ng
account access. Vitalsuite custoners are rem nded to carefully choose,
change and use passwords; maintain Vital suite servers behind firewalls

where access can be controlled, and to change or delete default account
names or passwords.

The foll owing patches are available in relation to the above issue.

Patch 2732
APPENDI CES

A. Patch information listed in this bulletin is available to al
supported Lucent Vital Suite customers via emil

crc@ucent.com at 888 467-8324

B. Tob obtain a copy of this security bulletin, contact:
Ri chard Haf ner at rhaf ner @cuent. com
or Dave Ushler -- dushler@ucent.com (610) 722-7948

C. To report or inquire about a security problemw th Lucent Vital Suite
sof tware, contact one or nore of the follow ng:

- Your |ocal Lucent support engi neer
- Your |ocal Lucent account executive
- Lucent Custoner Response Center enmil: CRC@ ucent.com

The information contained in this Security Bulletin is provided "AS

I S." Lucent makes no warranties of any kind with respect to the
information contained in this Security Bulletin. ALL EXPRESS OR | MPLI ED
CONDI TI ONS, REPRESENTATI ONS AND WARRANTI ES, | NCLUDI NG ANY WARRANTY OF
NON- | NFRI NGEMENT OR | MPLI ED WARRANTY OF MERCHANTABI LI TY OR FI TNESS FOR
A PARTI CULAR PURPOSE, ARE HEREBY DI SCLAI MED AND EXCLUDED TO THE EXTENT
ALLOWED BY APPLI CABLE LAW

N NO EVENT W LL LUCENT BE LI ABLE FOR ANY LCST REVENUE, PROFI T OR DATA,
OR FOR DI RECT, SPECI AL, | NDI RECT, CONSEQUENTI AL, | NCI DENTAL OR PUNI Tl VE
DAMAGES HOWEVER CAUSED AND REGARDLESS OF ANY THEORY OF LI ABILITY

ARI SING QUT OF THE USE OF OR I NABILITY TO USE THE | NFORVATI ON CONTAI NED
IN TH'S SECURI TY BULLETIN, EVEN I F LUCENT TECHNOLOG ES, | NC. HAS BEEN
ADVI SED OF THE PGSSI BI LI TY OF SUCH DAMAGES

If any of the above provisions are held to be in violation of
applicable law, void, or unenforceable in any jurisdiction, then such
provisions are waived to the extent necessary for this disclainmer to be
ot herwi se enforceable in such jurisdiction
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