Job Title:

IT Engineer with Emphasis on Security and Networking
Essential Functions:
The successful candidate with perform the following functions in a production computing environment hosting customer facing applications:

· Drive technical implementation of security initiatives

· Maintain and improve the network architecture

· Participate in providing 24x7 on-call support on a rotational basis

· Identify technical and administrative security weaknesses and recommend solutions.
· Work with customers and development groups to mitigate exposures and vulnerabilities

· Identify, implement and administer solutions to monitor environment for suspicious/unwanted activity

· Facilitate the implementation of security technologies

· Coordinate security updates/patches
· Perform security reviews and compliance audits

· Assist in Disaster Recovery/Business Continuity Planning
· Share systems administration tasks as needed. (HW and SW maintenance)

Qualifications/Requirements:

The successful candidate must possess the following traits:

· Bachelor’s Degree in computer related discipline

· Minimum of 4 years developing and implementing security controls/mechanisms in a complex environment.
· Hands On experience with Networking Devices Firewalls/Routers/Switches (Cisco Experience Preferred).

· Working knowledge of computer systems and networks, their organization and operation, firewalls, IPSEC VPN’s, LAN/WAN communications, server hardening with a strong proficiency in Unix, Windows and Linux.
· Knowledge of intrusion detection, incident response and vulnerability assessment methodologies.
· Demonstrated interpersonal and administrative skills.

· Ability to work in small team effectively sharing broad responsibilities.

· Demonstrated ability to plan and execute projects.

· Highly organized, analytical, detail and action oriented.

Desired:

Six Sigma Certified

Security Certifications: eg. SANS GIAC, CISSP, SSCP, etc.

Network Administrator Certifications: eg, CCNA, CCIE, CCNP, etc.
Experience with Veritas Software products (HA, Disk Management, NetBackup)

Experience working with a Storage Area Network

Experience with UNIX mail servers

IBM AIX administration experience

Linux administration experience

Rational Clear Case server administration experience

General:

