REQUEST FOR PROPOSAL #99RP019 SCOPE OF WORK SPECIFICATIONS 

GENERAL 

The City of xxxxxxxxxxxxxx is seeking an Information Systems Consultant who will provide a detailed audit/penetration attack of the City Internet firewall as well as other access points, and at least five host systems, to determine the security risk to the City's computer network using tools developed and marketed by their company.             The results of the study should check for vulnerabilities from both inside or outside the firewall. The software used should provide specific risk exposures and recommendations of how to correct any problems it discovers. 

The Consultant will need to analyze the current City's computer network. The study should project future security requirements allowing for continual growth and possible changes in business activity, including e-commerce integration with other systems within the City. 

The immediate goal is to determine security risks of the City's Internet firewall and the computer network and the methodology to limit risk exposures. Another goal is to purchase the necessary tools for continuous monitoring of the network for security risks. This purchase may be conducted in stages as the need and funds arise. 

The City's target date for the Consultant to complete this study is June 30, 1999. Consultants should indicate, with their submittal, if this target date is reachable. 

The following 'Review and Analysis' items will be made available for this study; the City will accommodate requests for additional information, if needed to complete the study. 

REVIEW AND ANALYSIS 

1. Review City provided documentation on network infrastructure.

2. Review City processes for existing security needs. 

3. Assess current physical working environment for security risks. 

4. Interview appropriate City personnel to gather necessary information. 

The following 'Expected Deliverables' of the study are minimum          requirements; proposals may contain additional information and plans. 

EXPECTED DELIVERABLES OF THE STUDY 

1.  Provide skill set of items tested and the securty risk of those items, as well as knowledge transfer of the process to at least two City employees.. 

2.  Recommendation to eliminate security risks. 

3.  Document and present a detailed list of proposed Y2K compliant software needed to implement the recommendations and/or to allow for the continuous monitoring for security risks. 

4.  Project plan including, but nor limited to, estimated timelines for the requirement definition and implementation of recommended solution. 

5. Itemized costs for recommended solution. This should include a breakdown of hardware, software, consulting services. 

REQUEST FOR PROPOSAL #99RP019 SCOPE OF WORK/SPECIFICATIONS 

SUBMITTALS 

All proposals submitted should include as much detail as possible to the following requested items: 

FEES 

1. Total fixed fees to perform ail associated work. 

2. Line item fees for the purchase of the recommended software.

3. Any reimbursable fees.

4. Other associated costs. 

BACKGROUND 

1. State your company's experience analyzing Internet and Internal computer network weaknesses and implementation plans relating to strengthening security technology. 

2. Provide detailed information on experience with specific security products. 

3. Provide background information of employees that will participate in this project including their security clearance. 

4. Provide at least three recent customer references for which you did similar work.

5. Complete Year 2000 Compliant Inquiry Form (See Attachment A). 

PROPOSED PLAN

1. Provide timeline for expected completion of the needs analysis. 

2. Outline project methodology for needs analysis. 8 

