NIMDA Removal:

Warning from Symantec.com:   Once a computer has been attacked by W32.Nimda.A@mm, it is very difficult to determine what security settings have been compromised. Unless - by reading the logs - you can be absolutely sure that nothing else malicious has been done to the computer, it may be best to completely reinstall the system. This is the only way you can be 100 percent certain that the computer is clean.

1. TRAINING:  Warn your users.  There is no excuse for allowing users to ignorantly open these virii.  A Good Security Training program can do wonders to combat these worms.  Outlook’s preview pane is a neat little convenience that has BAD IDEA written all over it.  As long as that preview pane allows HTML Rich previews with Java, Javascript, ActiveX, Iframe, XML and any other stupid auto loading crap in it…  Never mind, just warn your users about the virus, and tell them to shut off the preview pane.  Frequent updates of the data files associated with antiviral software can protect users from known viruses. 

2. Download Patches and your AV Platform’s “Latest” DAT files FIRST because the NEXT step is to disconnect, as the virus uses your network shares.

· IE 5.01: http://www.microsoft.com/windows/ie/download/critical/q295106/default.asp
· IE 5.5: http://www.microsoft.com/windows/ie/download/critical/q299618/default.asp
· MS IIS 4.0: http://www.microsoft.com/ntserver/nts/downloads/critical/q269862/default.asp
· MS IIS 5.0: http://www.microsoft.com/windows2000/downloads/critical/q269862/default.asp
3. Network shares must be disabled, your best bet is to actually take the machine off your network.  Keep track of which machines have been infected, and who’s cleaning what.  One of the worst things you can do is to clean a machine, put it back online and have to start all over again because you plugged it in next a machine that is still infected. Cleaning up your registry keys, since it reg-hacks to try and hide itself. The worm will adjust the properties of Windows Explorer, it accesses the following keys and adjusts them to affect system’s ability to show hidden files (mostly Win2K &ME), and the Explorer will not see infected files.  Every site/corp is different, so compare the keys of the infected machine against your corporate/site baseline, or a clean “untainted” system.

[HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Explorer\Advanced]


Registry key values are created/changed to hide files:

[HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Explorer\Advanced\HideFileExt]

[HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Explorer\Advanced\Hidden]
[HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Explorer\Advanced\ShowSuperHidden]


The worm tries to create this key:

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters\Interfaces]


The worm also deletes all subkeys from this key to disable sharing security:

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\lanmanserver\Shares\Security]

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\lanmanserver\Share\Security]
 

4. Remove "loader" settings to disable the virus’s ‘autorun’ on boot.  It modifies the SYSTEM.INI file in order to activate itself on every startup, remove this line from SYSTEM.INI file and reboot the computer:

        [boot] 

        shell=explorer.exe load.exe -dontrunold

5. Remove the payload files.  When executed, virus copies itself into several the Windows system directories.  These files have system and hidden attributes set.  It will overwrite any original files if they already exist.  Delete or rename/move (some files may not be removable until the virus is stopped) all the "worm dropping" files (typically 57kB in size).  Several original system files may have been overwritten and should be restored from a tape or CD backup.   
· MMC.EXE (in Windows directory, MS Mgmt Console - looks like worm can overwrite this file)

· LOAD.EXE (in Windows' system directory)

· RICHED20.DLL (in Windows' system directory)

· ADMIN.DLL (in root folder of all local hard drives C:\, D:\, and E:\ etc...)

· WININIT.INI (in Windows directory)

· Also scan all local hard drives for any hidden RICHED20.DLL files and delete them. 

· Replace a clean RICHED20.DLL to system32 folder.
Some files may be locked by your system (infected system files, or files in use by the virus).  These locked file must be taken care of.  Exit the GUI, and bring the system up under pure DOS or if need be, reboot your system off of a clean system boot diskette, then rename/delete/move each of the files manually.  If you are running any version of WinNT, Win2K or WinXP, (or a similarly based system) then the locked files MUST be renamed with a non-executable extensions to guarantee that they don’t execute when you log back in.

The worm also copies itself to the Temporary directory with random MEP*.TMP and MA*.TMP.EXE names, for example: 

· mep01A2.TMP

· p1A0.TMP.exe

· pE002.TMP.exe

· pE003.TMP.exe

· pE004.TMP

· README.EXE

· root.exe

To be safe, delete all files with .TMP extension from your local temporary directories:

· \Temp\

· \Windows\Temp\

· \documents and settings\username\local settings\temp

6. REBOOT

7. Removing infected message files.  Delete all .EML files generated by the virus.  It creates .EML (mostly) or .NWS (occasionally) files with randomly selected names.

8. Cleaning the HTML Files.  Check all *.HTML, *.ASP, and *.HTM as well as files that have 'DEFAULT',  'INDEX', 'MAIN' and 'README' words in their filenames for the small JavaScript code referring to README.EML file and remove it or restore the affected files from a backup. This JavaScript code is located in the very end of affected files.

Search for file types above containing “readme.eml”, this can be done using the Window’s “Search Tool” that is part of the OS, and looking for files containing ‘readme.eml’  for a faster search, run two  of them back to back on: *.htm* and *.asp that contain text readme.eml, but pay close attention to the following default file names to be sure:



index.html



index.htm 



index.asp 



readme.html 



readme.htm 



readme.asp 



main.html 



main.htm 



main.asp 



default.html 



default.htm 



default.asp

10. Removing Admin rights from GUEST.  Check if the GUEST account is in the ADMINITRATORS group; if yes, remove it from the group

11. Fixing Shares.  Check the sharing of the local disks & remove unnecessary shares; the virus enables admin shares on infected systems.  To be safe, remove all shares from all local hard drives and renew these shares with correct access rights if needed. This needs to be done because the worm affects share security. Check especially the \\localhost\c$ share rights.

12. FIX THAT HOLE!  Apply the appropriate MS patches.

Internet Explorer 5.01: http://www.microsoft.com/windows/ie/download/critical/q295106/default.asp
Internet Explorer 5.5: http://www.microsoft.com/windows/ie/download/critical/q299618/default.asp
Microsoft IIS 4.0: http://www.microsoft.com/ntserver/nts/downloads/critical/q269862/default.asp
Microsoft IIS 5.0: http://www.microsoft.com/windows2000/downloads/critical/q269862/default.asp
13. Update the AV Software to the latest “.dat” file and then run a full in-depth AV Scan of the system.

14. Before you re-connect it to the network, make sure you coordinate with your network operations center (or whatever passes for command and control in your company).  Do not re-attach a machine that was infected without coordination, you don’t know what may have been happening while you worked on THIS system.

Lastly, suspect all *.exe files on any system that has been infected by this virus.  It is reported that the virus is capable of replacing all *.exe files with copies of itself.  I’ve set it off a dozen times now and have not seen that happen yet, but I was in a very controlled environment, on an isolated system, and it maybe just didn’t trigger that feature yet.  

According to www.f-secure.com,

The worm enumerates shared network resources and recursively scan files on remote systems. If the worm finds an .EXE file on a remote system, it reads the file, deletes it and then writes a new file where the worm body is placed first and the original EXE file is present as a resource. Later when this affected file will be run, the worm will extract the EXE file resource and run it. The worm checks the file name for 'WinZip32.exe' and doesn't affect this file if it is found. 

The worm accesses [SOFTWARE\Microsoft\Windows\CurrentVersion\App Paths] key reads subkeys from there and affects all files listed in the subkeys the same way it does affect remote EXE files (see above). The worm doesn't only infect WinZip32.exe file. Also the worm reads user's personal folders from [Software\Microsoft\Windows\CurrentVersion\Explorer\Shell Folders] key and infects files in these folders as well.

